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Framework for digitally-signed credentials
policy-perspective

Action 3 of the Digital Education Action Plan establishes that the way forward to make better use of digital
technology for teaching and learning encompasses an action to:

“Provide a framework for issuing digitally-certified qualifications and validating digitally-
acquired skills that are trusted, multilingual and can be stored in professional profiles (CVs)
such as Europass. The framework will be fully aligned with the European, Qualifications
Framework for Lifelong Learning (EQF) and the European Classification of Skills,
Competences, Qualifications and Occupations (ESCO)”

Digital Education Action Plan (January 2018)



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0022&from=EN
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Framework for digitally-signed credentials
definition of a digitally-signed credential

A credential, in its most essential form, is a documented
statement containing claims made about a person.

A Europass learning credential describes that the owner
has certain skills or has achieved certain learning
outcomes through formal, non-formal or informal learning
context.

A digitally-signature (e-Seal) guarantees the origin and
integrity of the a document.
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Framework for digitally-signed credentials
components of a credential

Europass digitally-signed credentials will be tamperproof and made up of six elements:

Issuer
CAVERLON UNIVERSITY ® information about the awarding body
The senate of Caverlon University hereby admits
Jamie Poe ® | Credential Owner
Who has fulfilled all the requirements and completed the Information about the person receiving
C I a | m course of study to the degree of the credential
inf fi bout the | . Bachelor of Arts
information about the learning °® Biology
achievement represented by the Minor in Business N Q F/ EQ F level
credential NQF/EQF level VI ® information about the level of the
With all its rights and privileges in witness whereof the e- qualification
Seal of the Caverlon University
a visual representation of the Given at Lisbon, PT, this 12t January of 2019
achlevemercllt SO it can bz_wewed on % De. é £ 47, —® e-Sea|
any device or medium an elDAS compliant digital signature
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A Europass credential

A Europass credential contains information about

Metadata @ Issuer i (Slubj;ect @ eSeal
claims about

(data about the
person)

credential)
describes claims relates to
(5] Activities Assessment 8 Achievement !, Attestation

l I
w Learning ® | Entitlements
Outcomes

$ e 6 b

Recognition of

150 hours of Final Examination DE Qualification as =D
coursework Grade B a Painter qualification in FI
|
100 hours of l
apprenticeship r
LO of skill of Entitlement to
painting work as a painter




European
Commission

Framework for digitally-signed credentials

Stacking and Combining Credentials

Issuer: University of Nantes
Claim: Achievement of Bachelors
Degree in Nursing

Issuer: University of Nantes

Claim: Achievement of 90 ECTS in
Nursing

Issuer: University of Malta

Claim: Achievement of 30 ECTS in
Nursing (Erasmus)

Issuer: Tampere Teaching Hospital

Claim: Activity of 600 hours of

Nursing Practice
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Functions

&

|dentify Issue Store Verify Share
Learners who will credentials and credentials if the c_reden_tial is the inforr_natiqn in the
be awarded the send them to their securely in a authentlc, valid and credential with any
credential owners single online or issued by an oth.er person or
offline wallet accredited organisation with just

organisation a click
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Scenarios for the implementation of the EDCI

Identify @)

L

Today: Paper-based _ New Europass

00,0
\J,,/ i o|nlo
The credential states the identity The digitally-signed credential is linked to the identity of the
of the awarding body and : awarding body, such that only the awarding body may

credential owner : issue such a credential
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Scenarios for the implementation of the EDCI

Issue | ~

No obligation to use
EDCI-Issuer
Today: Paper-based _ New Europass

: Any software can be used
to issue standard-

.-5-.4 E |1| compliant credentials

0,00 :
o|nle : =

An awarding bo_dy sends a An awarding body uploads a
list of credentials to be 4'.....' : list of credentials to be 4 N 4

created to an specialised created to the EDCI Issuer

print-shop
The print-shop prints the i The EDCI Issuer will issue
credentials on paper with & EDCI compliant, tamper-proof
security features : digitally-signed credentials
The credential is issued The credential is issued
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Scenarios for the implementation of the EDCI

Store |'~L_—|

Today: Paper-based

The credential owner
picks up the credential
from the awarding body

The awarding body

registered delivery
method

o

The credential owner securely
stores the credential

sends the credential via

New Europass

é%. and/or My
S | <

The credential is sent to the
credential owner

The credential is
directly deposited into
the credential owner’s

EDCI-Wallet

N
Rl c
The credential is indefinitely

and securely stored in the
EDCI wallet

No obligation to use EDCI-
Wallet.

Credential-owner can run
a wallet on their own
device, or obtain one from
any provider.
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Scenarios for the implementation of the EDCI

Verify

Jo

Today: Paper-based

(manual verification)

v

G010 -
Slrls =
The verifier manually The verifier contacts :
checks the accreditation  the awarding body to : The EDCI Accreditation
status of the awarding  verify the credential is : database automatically

bod authentic : verifies accreditation of
/—\ /—\ E awarding body

The verifier
manually makes a
judgement on
validity

(it
|_§=}_|
The verifier matches the The awarding body The identity of the
identity of the owner with ~ checks its own credential owner is
the credential database and confirms automatically matched
the details in the with the credential

credential

New Europass
(automatic verification by

D
N

Embedded security
features automatically
verify the credential is

authentic

"

The credential is
automatically verified
every time it is accessed
in the EDCI wallet
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Share Q No obligation to use EDCI-

Wallet.

Link can be shared to any

Today: Paper-based : New Europass cloud-based wallet.

é@sﬁf
The credential owner shares a link to the
credential in their EDCI-wallet

The credential owner
requests a new certified
copy of the credential
from the awarding body

The credential owner sends
or presents the copy of the
credential to the requester
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a European Digital Credentials Infrastructure (EDCI)

Q 2 @

eIDAS Standards Services Software
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the EDCI in more detalil
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Framework for digitally-signed credentials

the EDCI in more detalil @

eTime-
Stamp
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the EDCI in more detalil @
Standards

EDCI EDCI
Credentials Revocation

eSignature Standard Standard

EDCI Viewer, =,
Wallet & EDCI

Website

Authentication Verifier Accreditation

Standard Standard

EDCI Data
Model
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the EDCI in more detall

Standards Services

—==

EDCI 4 é
EDCI €

; Revocation
Credentials EDCI Issuer EDCI Wallet

eSignature Standard Standard

EDCI Viewer, = %
Wallet & EDCI —
Verifier Accreditation EDCI EDCI

Standard Standard Accreditation Revocation

database List

EDCI Data
Model

Website
Authentication,




eSignature
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the EDCI in more detail

Standards

Website
Authentication

Services

EDCI EDCI
Credentials Revocation
Standard Standard

EDCI Viewer,
Wallet & EDCI
Verifier Accreditation
Standard Standard

S

EDCI Data
Model

_+_

"A Europass digitallyS®fed credential is any credential issued in line

with the EDCI Credentials Standard."

-

Each EDCI Credential is compgsed of the following elements:

K

mme set of metadata to
uer . EDRCI Wallet

» Overall metadatg®@ropertie

. EDCI s
describe any unit o} earning);

* An embedded or linked style sheet that provides details on

-
how to visually dig?ct%y the
standardised);” 4 rabase

* Link to a revocation list; and

» e-Seal.

g

EDCI

.Accreditation Revocation

List

! (@an EU Format will be
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the EDCI in more detail

eIDAS Standards Services

pr— %/—_
"EDCI Accreditation Betgbase is a list of every accredited
gualification in Europe stored on a purpose-built blockchain."

) The following information will be tored on the chain:
EDCI EDCI o o g LY é /@ # %
Credentials Revocation i )
eSignature :

Standard Standard Umq“EPqi IS§HEF'I"90FD§II wme'“ L ertifierof || Hashof

entifier identifier of

Issuing i Qualification
il Organisation i} H

Timestamp i Identificy Accredited Expiry date

ii  Accrediting i Qualification i}
ii Organisation [ Accredited

Lo

EDCI Viewer, : @
Website Wallet & EDCI -—
eTime- Authentication Verifier Accreditation | EDCI.
Stamp Standard Standard | Revo_cat|on
aatabase List
EDCI Data
Model
eDelivery

ii Qualification
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the EDCI in more detail

eIDAS

eSignature

Standards

Website
Authentication

EDCI
Credentials

Standard

o
EDCI Viewer,
Wallet &
Verifier
Standard

S

EDCI Data
Model

Services

e

®

EDCI
Revocation
Standard

EDCI
Accreditation
Standard

“Information is submﬁ-ﬁﬁ to the EDCI Accreditation Database
via the Qualifications Dataset Register."

|
The national-qualifications authority can submit the list via the
already established ocedureér submitting qualification-
data to ESCO. —

- EUROPEAN COMMISSION

European
Commession

Qualification Dataset Register

Welcome to the Qualification Dataset Register

The Qualification Dataset Register serves as a central qualifications data portal. It enables different governmental institutions and awarding bodies to
publish information on their qualifications.
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the EDCI in more detalil
eIDAS Standards Services Software
{é} T

—=2 93
| 1

2 4 K 0
EDCI EDCI v EDa, C__d Avfal?-giIng

; Credentials Revocation ode :

eSignature Standard e EDCI Issuer EDCI Wallet S Library Bod\yvﬁll'c,lglve
\\\ alle
~
\\
EDCILg'-I - \\
lewer, ~
Websi Wallet & a — @ g @
ebsite e b W\
Authentication Verifier Accreditation ED_CI _ EDCI ‘
Standard Standard Accreditation Revocation EDCI Viewer
database List o
EDCI
@ EDCI (@)
Renderer DTN
EDCI Data EDCI

Model Verifier
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the EDCI in more detail

eIDAS Standards Services Software

“The EDCI|Wallet stores and shares credentials.”

—=z
pE—— I H
: i+ Rules for Verification of Identity : : AU VETTIICAUCILDY
O Z Cm el
“eue . wee -.-.u-..-.-.---n................-' e D E ,,,,,,
EDCI EDCI == Avfaeg:n
: Credentials Revocation | ' EDCI Code 9
eSignature ek Standard v Has the credential been issued I Where a credential-holder chooses to W Library atial peBody Archive
according to the standard specified authenticate themselves to the EDCI an accicuned qualification, W,a.l.!?}wing
C for that credential-type? (technical Viewer software using a qualified additional check must be performed:
g iy ;
- %ewer check of XML file for validity)? = el.:c;ronfc Si the following check V Is thie warding Body stthotieed o
S Wallet & EDCIl v' Did the awarding body really issue = RS issue the qualification? (check
Authentication Verifier Accreditation the certificate? (check of the e-seal) Df v s th EDCI_ ig the against EDCI Accreditation
Standard Standard di certii Revocation it? (comparison database)
v Is the credential still valid? (check at i A ;
- s < of perso.. .afiable information
against expiry information embedded ) ) )
; : embedded in the certificate with that
in certificate)
of wallet-holder)
EDI\%IdD?ta v Has the certificate been revoked?
ode
(check against revocation list)
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the EDCI in more detalil
eIDAS Standards Services Software
{é} T

—=2 93
| 1

2 4 K 0
EDCI EDCI v EDa, C__d Avfal?-giIng

; Credentials Revocation ode :

eSignature Standard e EDCI Issuer EDCI Wallet S Library Bod\yvﬁll'c,lglve
\\\ alle
~
\\
EDCILg'-I - \\
lewer, ~
Websi Wallet & a — @ g @
ebsite e b W\
Authentication Verifier Accreditation ED_CI _ EDCI ‘
Standard Standard Accreditation Revocation EDCI Viewer
database List o
EDCI
@ EDCI (@)
Renderer DTN
EDCI Data EDCI

Model Verifier
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the EDCI in more detail

eIDAS Standards Services Software

EDCI

Si t Credentials
esignature Standard

Website
Authentication

S

EDCI Data
Model

EDCI Viewer,
Wallet &
Verifier
Standard

{03 G

—2
Credentials may be revoked due to :
i I
(1) error ([ @
EDCI — [y EDCI
Revocation . v _ EDCI Code Awarding
Standard (2) withdrawal offttié€f&denfit'oyriRe Is§uing organisatiery, Y
\\\\
or ~\\\
g e \“~\
= ; N
A ditat
cereditation (3) annulment ofAtCQréé ) igrgntlgé\/%tﬁlogompetent authority. .o viewer
database List o
EDCI
EDCI o
Renderer DTN
EDCI
Verifier
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Framework for digitally-signed credentials

the EDCI in more detalil
eIDAS Standards Services Software
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EDCI EDCI v EDa, C__d Avfal?-giIng

; Credentials Revocation ode :

eSignature Standard e EDCI Issuer EDCI Wallet S Library Bod\yvﬁll'c,lglve
\\\ alle
~
\\
EDCILg'-I - \\
lewer, ~
Websi Wallet & a — @ g @
ebsite e b W\
Authentication Verifier Accreditation ED_CI _ EDCI ‘
Standard Standard Accreditation Revocation EDCI Viewer
database List o
EDCI
@ EDCI (@)
Renderer DTN
EDCI Data EDCI

Model Verifier




WHAT THE EDCI IS

a standardised format for digitally certifying and
attesting learning, irrespective of its source, in a
secure way;

a mechanism for the credential owner to store and
share records of their own learning;

a set of tools to enable the implementation of the
standard; and

a facilitator of credential interoperability.
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WHAT THE EDCI IS NOT

* anew way of describing learning —
it is entirely based on existing recognition
instruments;

* amechanism for sharing information between
educational institutions (e.g. for mobility);

« a platform for experimenting with new technology;
or

* a set of rules for institutions or member states.
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why adopt the EDCI?

Awarding
Bodies

Reduce the cost for issuing secure credentials

Eliminate administration of verifying credentials

Decrease costs in verifying records as part of admissions processes
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why adopt the EDCI?

Contribute to significant efficiency gains from standardised structures
for all credentials

@ Reduce workload for ENIC/NARIC points

Establish a single source of information for accredited qualifications in
Europe, which may reduce the scope of diploma mills to defraud

person

Member
States

Accreditation
Bodies
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why adopt the EDCI?

Employers

Automating the verification of the authenticity of credentials

ﬁgﬂ Automating the evaluation of the skills and experience
represented by credentials




MOCK UPS

https://ec.europa.eu/futurium/en/system/files/ged/dsc_screens.pdf
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pilots
HOSTED MODEL
(USE EDCI ONLINE SERVICES)

STANDARDS MODEL
&8 P (IMPLEMENT EDCI STANDARDS IN OWN
EUROPASS INFRASTRUCTURE)




Thank you!

Additional feedback is welcome at:
https://ec.europa.eu/futurium/en/europass/dscpilots
EMPL-EUROPASS@ec.europa.eu

angeliki.dedopoulou@ext.ec.europa.eu
@Adedopoulou
@EU_Social
#EDCI

#NewEuropass
]
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